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This paper presents a novel link-layer encryption protocol for wireless sensor networks.
The protocol design aims to reduce energy consumption by reducing security related com-
munication overhead. This is done by merging security related data of consecutive packets.
The merging (or combining packets) based on simple mathematical operations helps to
reduce energy consumption by eliminating the requirement to send security related fields
in headers and trailers. We name our protocol as the Compact Security Protocol referred to
as C-Sec. In addition to energy savings, the C-Sec protocol also includes a unique security
feature of hiding the packet header information. This feature makes it more difficult to
trace the flow of wireless communication, and helps to minimize the cost of defending
against replay attacks. We performed rigorous testing of the C-Sec protocol and compared
it with well-known protocols including TinySec, MiniSec, SNEP and Zigbee. Our perfor-
mance evaluation demonstrates that the C-Sec protocol outperforms other protocols in
terms of energy savings. We also evaluated our protocol with respect to other performance

metrics including queuing delay and error probability.

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

Wireless Sensor Networks (WSNs) have garnered signif-
icant attention from the research community and are
becoming very popular in many applications including ci-
vil, military, commercial and health care [1,2]. A typical
WSN is composed of a large number of tiny resource-con-
strained sensors, equipped with non-rechargeable batter-
ies. For such devices, wireless transmission consumes
much more energy than computation. Therefore, to en-
hance the operational life of a WSN, it is vital that the
amount of communication overhead should be kept as
low as possible. In recent years, despite the developments
in Micro-Electro-Mechanical systems (MEMs) technology,
improvements to energy consumption of communication
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in the wireless medium are relatively small due to the
modest improvements in transceiver technologies and
the need to achieve acceptable levels of signal-to-noise ra-
tio at specific distances. It is a well-known fact that the
amount of energy consumed in transmitting one bit in
the wireless medium is equivalent to the energy consumed
to run thousands of clock cycles in most of the current sen-
sor node controllers [3].

Link layer security is of unique importance in WSNs.
Unlike traditional networks, realizing end-to-end security
in WSNs is extremely difficult, because the data has to be
inspected and aggregated on the way to the sink. These
operations require the intermediate nodes to access and
possibly modify the contents of the packets, which would
not be possible if an end-to-end scheme was used. There-
fore, more transparent mechanisms are required at the link
layer level. In addition, link layer based security minimizes
the effect of security attacks because those attacks can be
discovered on the next hop once they happen, but can only
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be discovered at the sink in the case of end-to-end security
schemes.

Many link-layer security protocols were recently pro-
posed for WSNs [4-7]. The design of those protocols is
challenging due to the constrained nature of WSNs that re-
stricts reserving additional resources to provide security
services. These resources can be in the form of energy con-
sumption, processing overhead, additional hardware com-
ponents, and communicated data.

Motivated by the above challenges, we present the C-
Sec protocol [8], which is a dual mode encryption protocol
for WSNs designed with an objective of reducing commu-
nication with a slight increase in the processing. Following
Moore’s law, dramatic reduction in energy consumption
can be achieved from implementing the same hardware
with a smaller process technology. In contrast, improve-
ments to energy consumption of communication in the
wireless medium are relatively small due to the modest
improvements in transceiver technologies and the need
to achieve acceptable levels of signal-to-noise ratio at spe-
cific distances. The trade-off between the energy costs of
communication verses processing formulates the design
philosophy of the C-Sec protocol. This protocol is based
on reducing the energy-costly communication with a small
increase in processing that has much lower-and relatively
decreasing energy cost.

The saving in communication energy for the C-Sec pro-
tocol is a result of the innovative idea of excluding the
requirement for explicitly transmitting all header fields re-
lated to security most of the time while keeping all related
security services. Such fields include freshness counter,
source address, and Message Authentication Code (MAC).
The C-Sec protocol provides all the basic security services
that are provided by other security protocols in the litera-
ture, such as data authentication, integrity, confidentiality,
semantic security, and replay protection. However, it adds
a new unique security feature of hiding the packet header,
making it more difficult to eavesdrop on the flow of wire-
less communication between nodes to minimize the cost
of defending against replay attacks. To our knowledge, this
feature does not exist in any previous protocol for WSNs in
the literature.

This paper evaluates the performance of the C-Sec pro-
tocol and provides a comparison between the C-Sec and re-
lated security protocols including MiniSec, SNEP, TinySec,
and Zigbee. The evaluation criterion includes the security
services provided in the link layer, communication energy
consumption, queuing model, delay overhead, and error
probability. The evaluation results demonstrate the advan-
tage of the C-Sec protocol in terms of energy consumption
over other protocols; it also proves analytically and by sim-
ulation that the relation between packets introduced by
the C-Sec has limited effect on packet loss due to noise,
and on end-to-end packet delay.

The rest of the paper is organized as follows. Section 2
reviews some of the proposed related protocols and dis-
cusses their design and implementation. Section 3 presents
the design details of the novel C-Sec protocol. Section 4
analyzes the security properties and the selection of cryp-
tographic algorithms for C-Sec. Section 5 presents a thor-
ough performance evaluation of the proposed protocol.

Finally, the summary of conclusions and the directions
for our future work are presented in Section 6.

2. Related work

Many encryption protocols in the literature were de-
signed to implement basic security services for WSNs.
The most recognized are SNEP [4], TinySec [5], Minisec
[6], and Zigbee security [7]. The designers of these proto-
cols tried to minimize energy consumption in many ways,
but all of them added fields to the header of each packet to
implement security services. This section provides a com-
parison of the security services provided by each protocol
and the amount of energy overhead.

WSNs tend to have small packet size because that is
optimal for energy efficient communication [9]. In this pa-
per, the TinyOS [10] packet, shown in Fig. 1, is used as a
baseline reference for comparison between protocols. This
packet has a maximum size of 43 bytes; 13 bytes of header
and trailer fields, and a maximum of 30 bytes of payload.
The basic header fields are: a 6-byte preamble, 2-byte des-
tination address (Dest), a one byte Active Message (AM)
field which plays a rule like the port number in TCP/IP net-
works, a one byte length field (Len), a one byte group field
(Grp) used as a unique network identifier to distinguish
from other networks, and finally a Cyclic Redundancy
Check (CRC) trailer field.

Considering its small size, the size of the header is rela-
tively large compared to the size of the packet. Increasing
the header size by adding more fields to implement secu-
rity services will increase the energy needed to transmit
the packet.

Although the Zigbee security protocol suite is designed
for wireless Personal Area Networks (PANs), which are less
constrained than WSNs, it is widely used for WSNs because
of its cheap price, and efficient implementation. Moreover,
Zigbee includes hardware modules containing crypto-
graphic algorithms which are computationally efficient.

Fig. 2 shows the TinyOS packet after adding header and
trailer fields that implement authentication, integrity and
replay protection as in the Zigbee AES-CCM-32 security-
mode fields as the freshness counter, source address, and
message authentication code were introduced to handle
security services. Notice that the group field was removed
to save energy. The functionality provided by the group
field is implicitly implemented with the keying mechanism
associated with the MACs. This mechanism provides access
control and is sufficient to distinguish between networks.
Although the Zigbee security design provides all of the ba-
sic security services, the additional security related packet
size overhead is relatively high compared to the payload
size of WSNs.

The TinySec protocol provides optional two-level secu-
rity modes. The TinySec-Auth mode does not encrypt the
packet payload; it only provides message integrity and

‘ Preamble ‘ Dest ‘AM‘ Len‘ Grp‘ Payload CRC
0- 29 bytes 2 bytes

6 bytes 2 bytes 1lbyte 1byte 1byte

Fig. 1. TinyOS packet.
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Preamble ‘ Dest ‘ Src ‘ AM‘ Len‘

Ctr ‘ Payload

[ crc [ mac]|

6 bytes 2bytes 2 bytes 1byte 1byte

4 bytes 0- 29 bytes 2 bytes 4 bytes

Fig. 2. TinyOS packet with AES-CCM-32 Zigbee security mode.

authenticity. The TinySec-AE mode adds confidentiality
and replay protection. TinySec-AE is used in comparison
because it provides similar security services compared to
other related protocols. Fig. 3 shows the packet format of
the TinySecprotocol.

MACs are used to detect malicious changes in commu-
nicated packets; they can also be used to detect transmis-
sion errors as a replacement for the CRC. The designers of
the TinySec, SNEP, and MiniSec protocols make use of this
fact to reduce the packet size by removing the CRC field.
For further reduction in the header size, the SNEP protocol
updates the freshness counters on both sides of communi-
cation and does not transmit them. However, it still adds
16% extra communication overhead for each packet due
to the large size of the MAC field. Fig. 4 shows the packet
format of the SNEP protocol.

The MiniSec protocol uses the Most Significant Bits
(MSBs) of some header fields to overload the freshness
counter and reduce packet size. The MiniSec has two-levels
of security. As shown in Fig. 5, the MiniSec-U mode pro-
vides weak replay protection through a 3-bit counter
stored in the MSBs of the length field. The MiniSec-B mode
has a higher level of security; it uses an 8-bit freshness
counter to provide strong freshness protection by adding
the other 5-bits of the counter in the place of the five MSBs
of the destination address. However, this will reduce the
address space to around 2 K addresses instead of 64 K ad-
dresses. The MiniSec-B will be used for comparison be-
cause it provides equivalent replay protection with other
protocols. Both of the MiniSec modes have more than 7%
of additional packet size overhead.

The C-Sec protocol has two modes; both of them pro-
vide the basic security services of confidentiality, integrity,
authentication, semantic security and replay protection.
Fig. 6 shows the C-Sec packet formats. C-Sec maintains
the freshness counters on both sides of communication
without transmitting them, as in SNEP. It uses the most
significant bit of the destination address to transmit the
mode bit M°. As opposed to MiniSec-B, this does not dra-
matically reduce the address space because only one bit
is used. MiniSec-B uses 5-bits from the destination address
to provide a strong level of freshness protection, which
dramatically reduces the address space.

Using the most significant bit of the destination address
space to specify the mode saves time and energy by help-
ing the receiver to detect if the packet is conventional or
compact as early as possible, and then to decide if the

(a) ‘ Preamble‘ Dest ‘AM‘ Len‘ Src ‘ Ctr ‘ Payload ‘ MAC ‘
6 bytes 2bytes 1byte 1byte 2bytes 2 bytes 0 - 29 bytes 4 bytes
(b) ‘ Preamble ‘ Dest ‘AM ‘ Len ‘ Payload ‘ MAC ‘

6 bytes 2bytes 1byte 1byte 0-29 bytes 4 bytes

Fig. 3. (a) TinySec-AE packet. (b) TinySec-Auth packet.

[ Preamble‘ Dest ‘ Src ‘AM‘ Len‘
6 bytes 2bytes 2bytes 1byte 1byte

Payload MAC
0-29 bytes 8 bytes

Fig. 4. SNEP packet.

(a) ‘ Preamble ‘ Dest ‘AM ctrlen  Src ‘ Payload ‘ MAC ‘
6 bytes 2 bytes 1 byte 3bits 5bits 2 bytes 0-29 bytes 4 bytes
(b) ‘ Preamble |ctn Dest‘AM ctrlen|  Src ‘ Payload ‘ MAC
6 bytes 5bits 11bits 1 byte 3 bits 5bits 2 bytes 0-29 bytes 4 bytes
Fig. 5. (a) MiniSec-U packet. (b) MiniSec-B packet.
(a) ‘ Preamble |M° Dest ‘ AM ‘ Len‘ Src ‘ Payload ‘ MAC ‘
6 bytes 1bit 15bits  1lbyte 1byte 2 bytes 0-29 bytes 4 bytes
(b) ‘ Preamble M| Masked Header ‘ Payload ‘

6 bytes Lbit 31 bits 0-29 bytes

Fig. 6. (a) C-Sec conventional mode packet. (b) C-Sec compact mode
packet.

packet should be accepted or rejected after receiving the
destination address or the masked header based on the
mode. Using one bit from another field will require the re-
ceiver node to wait longer, and consume more energy be-
cause it receives more bits before it can identify the
mode and then decides whether to accept or early-reject
the packet after that.

The compact mode of the C-Sec has smaller packet size
because it does not explicitly transmit the MAC and the
destination address fields but merges them with the head-
er of next packet. This will result in hiding the header fields
and it does not affect the basic security services. The packet
size of the compact mode of the C-Sec protocol is 7% less
than the packet size of the plain TinyOS packet that does
not implement any security service. Using this mode will
result in reducing the communication energy to less than
the energy consumed in the “no security” case. Table 1
summarizes the additional packet size overhead for these
protocols with reference to the TinyOS packet with no
security.

3. Protocol design

To start the C-Sec protocol, node authentication-and
encryption keys have to be exchanged in advance. We as-
sume that communicating parties have already exchanged
those keys using any key management protocol for WSNs,
such as pTesla [4] or LEAP [11].

The C-Sec protocol operates in one of two modes, con-
ventional or compact. The conventional mode adds secu-
rity related data such as the source address and the MAC
to the packet header and trailer fields. The header H; con-
sists of the basic fields only, such as the Mode bit M°, the
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Table 1

Additional security related packet size overhead (bytes).
Protocol MAC Source address Freshness counter CRC Group ID Total %
Zigbee 4 2 4 2 0 12 21
TinySec 4 2 2 0 0 8 12
SNEP 8 2 0 0 0 10 16
MiniSec 4 2 0 0 0 6 7
C-Sec Conventional 4 2 0 0 0 6 7
C-Sec compact 0 0 0 0 0 0 -7
TinyOS (no security) 0 0 0 2 1 3 0

Destination address Dest, the Active Message AM fields and
the Length Len. This mode can be described with Egs.
(1)-(3), where H; is the header of and T; is the trailer of
the message M;:

T; = MAC(Kauen,AM;, Len;, E,... (M;), Ci) M
H; = M? : Dest; :AM,‘ : Len; (2)
A~ BH;:Eq, (M) :T: 3)

The C-Sec protocol is initiated in the conventional
mode. On both sides of a communication, the sender and
receiver should store the MACs of the first packet commu-
nicated in the conventional mode. The MAC is computed
by running a one-way hashing algorithm with the en-
crypted message Eg,, . (M;), authentication keyKa,m, and
freshness counter C; as inputs. On the sender side, instead
of adding the MAC to the message as a standalone field (the
practice of all other protocols); the MAC of the previous en-
crypted message Ex,, . (M; 1), is XORed with the header of
the current message H; to produce a new Masked Header
MH; for the current message M;. Eqs. (4) and(5) and Fig. 7
illustrate the protocol behavior

MH; = H; ® MAC(K putn, AM;, LEN;, Ex,, . (Mi_1), Ci_1) (4)

A — BMH; : E,,. (My). (5)

The compact mode of C-Sec is automatically initiated
starting from the second packet on the sender side. All fol-
lowing packets are sent in the compact mode as long as the
time between them and their previous packets remains
less than a specific time limit called the Authentication

Sender

o Ha [ EMy

Timer. If the authentication timer expires for any packet,
it will be sent in the conventional mode. The conventional
mode can also be enforced on demand in the case of high
bit error rates or QoS time constraints.

The flow diagram in Fig. 8 shows the behavior the C-Sec
protocol on the receiver side. Once a packet is received at
the destination, the mode of the packet is specified based
on the mode bit M°. If the packet is conventional, the sen-
der address is looked up in the sender-cache. If a match for
sender j is found in the sender-cache, the MAC is verified
and stored and the packet is accepted. If the sender address
is not found in the sender-cache the authentication algo-
rithm has to be run to decide whether the packet is
authentic. If so, the packet is accepted, its MAC is added
to the sender-cache, and the authentication timer is set
for sender j. Otherwise, the packet is dropped.

If the mode is compact, the part of the masked header
MH; that maps to the destination address is XORed with
the corresponding part of the pre-computed MACs of the
last received packets from all senders in the sender cache.
If the result of any of the XOR operation produces the recei-
ver’s address D, the packet is held and attributed to the
sender j associated with that MAC. The receiver will con-
tinue receiving the packet, set the authentication timer,
decrypt the payload using the session keyKg,, and update
the value of the freshness counter C;. The body of the pack-
et will be pending for authentication when the next packet
header arrives. If the authentication timer expires before
the next packet from that sender arrives, the packet i is
dropped and the authentication data associated with it is
deleted from the sender-cache. When the next packet from
sender j arrives, the algorithm is repeated.

Receiver

|

[ MACi,
i | o Hi | EMi | MAG, |
)

1] mH, | EM;

MAG; (Kauen, EM;,Ci)

1] MH.

MAGCi;1 (Kauen, EMis,Civa)

7 \
L MS?C 4 ==DVj l
EMi }\7 g MAC, (Kuu EM,C)
y {1 MH.,

MACi.1 (Knutn, EMi.1,Ci1)

ﬁlu\/m‘ \ M|

EMiyy

@
—— MAC;==DVj
MACi.1 (Kauth EMis1,Cisa)

|

Fig. 7. The C-Sec protocol.
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Receive Packet /

from sender j

Compact

|

Mode

Conventional

Search cache for
sender j, where:
MH;; ®MAC;..; =Destination
or Broadcast address

No Yes

Drop Packet i-1

Authentication
timer expired

A

Is sender in
Cache?

Run Authentication eAccept Packet /
Algorithm eSet authentication timer

No @ Yes
Y

e Authenticate packet i-1 e Drop packet /
e Hold packet i and attribute it to sender j. e Remove sender j
e Set authentication timer from sender cache

Drop Packet i ®Accept Packet /

®Add sender j to the cache
°Set authentication timer

A A

Fig. 8. The behavior of the C-Sec on the receiver side.

If a sender node needs to start a broadcast, it will send
the first broadcast packet in the conventional mode. The
MAC of the first broadcast packet will be stored in the re-
ceiver cache of the receiving nodes. The next broadcast
message is sent in the compact mode. The result of XORing
the masked header of the second broadcast packet with the
MAC of the first broadcast packet will result in the broad-
cast address (15-bits of all ones). Accordingly, the second
compact packet is accepted as a broadcast packet.

If none of the XOR operations produce the destination
address of the receiving node or a broadcast address, the
packet will be “early dropped” for one of three reasons.
Firstly, it could be addressed to another node. Secondly,
it could have a transmission bit error. Thirdly, it could be
a malicious packet injected by an attacker.

To prevent active attacks in the compact mode, the
body of the received packet will be held back in order to
be authenticated when the next packet header arrives. In
cases of high priority messages or quality of service con-
straints, the sender can flexibly switch back and forth be-
tween the conventional and compact modes in order to
prevent waiting for the next packet. If the next packet is
not expected to be ready within an acceptable time frame,
the authentication data can be sent with a standalone
packet after a timeout period.

In early overhearing avoidance mechanisms [12], if the
packet is not addressed to it, the receiver instantly stops
receiving and moves the transceiver to a low power state
before the whole packet is received. This can be decided
when the receiver starts receiving the destination address
and compares it to its own address. To gain the highest
advantages of this mechanism, MAC computation and
lookup should be completed within a limited time period

(i.e. the time between the end of receiving packet i and
the end of receiving the preamble and the masked header
of the next packet i+ 1). Meeting this time constraint re-
quires implementing the MAC algorithm in hardware.
Hardware implementations are much faster and have
much lower energy consumption than their software coun-
terparts up to a factor of 107> [13]. For example running a
software implementation of Cipher-based Message
Authentication Code (CMAC) algorithm on TelosB platform
for a 24 bits data packet takes 2.5ms and consumes
13.24 1 [14], whereas running the hardware based MAC
scheme proposed in SN-SEC [13] takes 1.06 ps and con-
sume 28.74 nJ.

Usually, nodes closer to the sink handle more traffic
from the network than other nodes, hence consume more
energy, and die first resulting in a disconnected network
with potentially uncovered areas [15]. Our protocol helps
to extend the lifetime of those nodes. The amount and fre-
quency of the traffic they handle allows them to use the
compact mode more often than other nodes, and hence
save more energy and extend the lifetime of the WSN.

Masking the header of the message with the MAC
makes it confidential; as a result, it will be more difficult
to trace the flow of wireless communication. To get the
header information, an adversary needs to get the authen-
tication key Kays, to re-compute the MAC;_; and then XOR
it with the masked header MH; to resolve the original head-
er H;. This feature does not exist in any of the previously
proposed protocols for WSNs in the literature.

The C-Sec compact mode is built based on - and has the
same level of reliability as — stop and wait Automatic Re-
peat request (ARQ) strategy. Stop and wait is the most
commonly used ARQ strategy for WSNs [3,16]. In this
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strategy, the sender waits for the acknowledgment of the
current packet before it sends the next one. Other ARQ
strategies such as window-based ARQ could not be used
in the C-Sec compact mode because in the case of out of or-
der messages, the header of the packet (i.e. destination ad-
dress) cannot be identified unless all pervious messages in
the window have arrived. This requires storing all traffic in
the wireless medium, including traffic destined to other
nodes, and performing an exhaustive search for the correct
message, which is not efficient.

4. Security services

This section analyzes the security services provided and
the underlying cryptographic algorithms for C-Sec and
compares it with other related protocols. This includes:

4.1. Data confidentiality and semantic security

Confidentiality is achieved by encrypting the data with
a secret key that is only known by the intended receivers.
Semantic security ensures that the adversary cannot learn
anything about the plaintext from the ciphertext. This is
usually achieved by using block cipher modes of operation
that support semantic security.

As shown in Table 2, RC5 and Skipjack were selected for
encryption protocols implemented in software because of
their relatively smaller code size compared to software
implementations of other encryption algorithms. However,
AES algorithm was chosen for C-Sec. AES is an NIST stan-
dard that was selected over other algorithms because of
its proven security and efficient implementation in hard-
ware and software [17]. However, hardware implementa-
tion of AES was chosen because it is more efficient in
energy and latency; and relatively more secure than soft-
ware implementations [13].

The encrypted message is computed by running the AES
algorithm using Cipher Feed Back (CFB) mode. In this mode
of operation the encrypted message does not need to be
padded to a multiple of the cipher block size and can have
a variable size [16], which will save communication en-
ergy. The initial vector required to initialize the CFB mode
is defined as:

IV = MAC(KEHCM KAHII’H CO) (6)
4.2. Data authentication and integrity
Data integrity helps the receiver to ensure that the re-

ceived data is not altered by an adversary during transmis-
sion. Data authentication allows verifying that the data is

Table 2
Security algorithms comparison.

sent by the claimed sender. In C-Sec, these properties are
achieved by computing a message authentication code
MAC using the secret authentication key, Ka,, that is only
known by the sender and the receiver. When the receiver
verifies the correctness of the MAC of the received message
it ensures that it was sent by the claimed sender who has
the, and Kga,, that it was not altered during transmission.

As shown in Table 2, all protocols use an encryption
algorithm with cipher block chaining CBC-MAC to produce
the MAC. This method does not require implementing a
separate MAC algorithm; however, it is not secure for var-
iable-length messages [18]. Thus, we have chosen to use a
standard hashing algorithm to produce the MAC. Another
advantage is that the hashing algorithm can run in parallel
with the encryption algorithm. This helps to meet the tim-
ing constraint of the compact mode. We have chosen to use
a MAC based on SHA-256 for two reasons. First, both SHA-1
and MD5 have known weaknesses and were reportedly
broken [19-21]. Second, it has higher implementation effi-
ciency compared to other secure hashing algorithms [22].
To produce the MAC, SHA-256 is run two times as stated
in the Eq. (7)

MAC = SHA((Kaun & opad)||SHA((Kaun & ipad)||M)) (7)

where ipad and opad are paddings used to fit the key to the
hashing algorithm key block and M is the message to be
authenticated.

4.3. Data freshness and reply protection

Data freshness is used to prevent an adversary from
playing old messages. This is achieved by ensuring that
the sent data is recent through maintenance of a freshness
counter on both sides of the communication. This counter
is used in the computation of the MAC of the message as
shown in Eq. (1).

In case of traditional protocols, if a replayed packet is
sent to a node, it will not discover that until it completely
receives it and runs the authentication algorithm with the
freshness counter and then compares the resulted MAC
with the MAC transmitted with the packet. However, if
an old packet is being replayed in the compact mode of
C-Sec, the computed destination address will not be cor-
rect because the counter is wrong and the packet can be
dropped without completely receiving it and without the
need to run the authentication algorithm to evaluate its
MAC. The cost of replay attacks is reduced by the resulting
energy savings.

The C-Sec can be used as attack detection technique. An
adversary cannot get any information from a packet in the
compact mode because the header is hidden and the

Protocol MAC algorithm Encryption algorithm Implementation Encryption key/block/rounds
SNEP CBC-MAC RC5-CTR Software 64/128/18

TinySec CBC-MAC Skipjack-CBC Software 64/80/32

Zigbee CBC-MAC AES-CCM Hardware 128/128/10

MiniSec CBC-MAC Skipjack-CBC Software 64/80/32

C-Sec HMAC AES-CFB Hardware 128/128/10
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payload is encrypted. It has to jam the network to create
timeouts in the authentication timer to force the node to
move to the conventional mode to at least get the packet
headers. The percentage of conventional packets and the
pattern of forcing the traffic to the conventional mode
can give a good indication of attacks on the node.

4.4. Other security issues

C-Sec is a link layer protocol; its security is dependent
on protocols and services in other layers, e.g. key manage-
ment protocols. C-Sec does not explicitly deal with node
compromise or physical tampering, and it does not address
information leakage through covert channels. However,
certain hardware specific measures can be used to prevent
physical tampering [23].

5. Performance evaluation

This section presents a simulation as well as analytical
models to evaluate the C-Sec protocol. It also compares
the C-Sec protocol to other related protocols in the litera-
ture and with the TinyOS as a baseline to show the amount
of improvement in energy efficiency C-Sec can achieve
over other protocols, with different payload sizes and traf-
fic densities. The additional overhead introduced by C-Sec
and its effect on the end-to-end delay are also investigated
in this section.

The simulation model for the C-Sec and other related
protocols is based on the Castalia simulator [24], which is
based on OMNeT++ [25] an event driven simulation plat-
form. The simulation is done for a multi-hop single sink
data-gathering network of 30 semi-random deployed
nodes and with an area of 70 x 70. The T-MAC is used as
the underlying MAC protocol. The value of the authentica-
tion timer is carefully chosen to cover more than two T-
MAC cycle times, and allow reasonable time for contention
on the wireless medium and to put a limit on the size of
authentication data stored at the sender and receiver
nodes. Table 3 shows the simulation parameters. All other
parameters are set to their default values in the Castalia
simulator.

5.1. Energy analysis

As explained in Section 3, nodes executingthe C-Sec
protocol start communication in the conventional mode
initially, and then switch to the compact mode. During
transmission if the authentication timer expires, the com-
munication goes back to the conventional mode. To evalu-
ate the energy savings by the C-Sec protocol the total
number of packets generated in the compact mode and
the conventional mode is observed. The simulation is run
for a period of 120 s. The results for this experiment are
illustrated in Fig. 9 highlighting the variation of compact
and conventional mode packets with respect to time.

To compare the communication energy consumption of
the C-Sec and the other related protocols, the simulation
was run for one thousand seconds and repeated with
various packet payload sizes and the average energy

Table 3

Simulation parameters.
Parameter Value
Area size 70 x 70
Number of nodes 30
Link layer protocol T-MAC
Transceiver CC2420
Payload size 30 bytes
Physical layer overhead 6 bytes
Sensitivity —95 dBm
Noise floor —100 dBm
Event interarrival time 5s
Packets generated by event 5
T-MAC frame time 610 ms

Authentication timer 1750 ms

consumed by a transceiver is computed with a confidence
level of 95%. As Fig. 10 shows, the energy consumption in-
creases with the increase in the payload size. It is also ob-
served that the energy consumption varies among the
protocols based on the amount of increase of the header
size each protocol adds to the packet. The C-Sec consumes
less energy than the baseline (TinyOS); this means that the
C-Sec manages to provide all the required security services
with saving on energy consumption.

It can also be inferred from the results in Fig. 10 that the
C-Sec saves more energy than all other protocols with
smaller payload sizes, which are more common in WSNs.
For example the energy saving for the maximum payload
size of 30 bytes is 11.7% compared to MiniSec, the encryp-
tion protocol with the closest packet size. However, for a
payload size of 5 bytes the energy savings increases to
19.1%.

The energy consumption using different packet loads
i.e. packets received per second, a fixed payload size of
30 bytes, and 95% confidence is evaluated. As shown in
Fig. 11, the increase in the energy consumption depends
on the amount of additional header size overhead each
protocol adds to the packet. The C-Sec protocol uses less
energy consumption than other protocols. The energy sav-
ing increases with higher packet loads because of the in-
creased percent of compact packets, the energy savings
reaches up to 11.7% at around 50 packets per second com-
pared to MiniSec, but the gap decreases again to around
9.5% when the network is more saturated.

5.2. Computational overhead

The computational overhead of the compact mode of
the C-Sec is defined as the number of CPU cycles needed
to unmask the received packet or to decide to drop it. This
is a new overhead added by the C-Sec and does not exist in
other related works. Checking if the received packet is des-
tined to the receiver node involves comparing its masked
header with the MACs of the last received packet from each
sender in the receiving node cache.

Fig. 12 shows the cache search algorithm used to deter-
mine if a received packet in the compact mode is accepted
or rejected. Deciding if the packet is to be accepted or re-
jected at any iteration of the algorithm takes a maximum
of four clock cycles, assuming that each condition of the
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Fig. 10. Communication energy vs. payload size.

algorithm can be checked with one clock cycle i.e. a 32-bit
processor.

The authentication timer is evaluated in the first clock
cycle. If the authentication timer is expired, the packet is
dropped and the MAC being tested is deleted from the re-
ceiver cache. If it did not expire, the result of XORing the
masked header of the received packet with the MAC being
tested is computed in the second clock cycle. The third
clock cycle verifies if the result of the previous step is all
ones, which means that the received packet is a broadcast
packet. If not, the fourth clock cycle verifies if the result is
the destination address of the receiving node, which means
that the packet is a unicast packet destined to the receiving
node. Otherwise, the packet will be dropped. These steps
are repeated for each MAC in the receiving node cache.

To evaluate the computational complexity of the C-Sec
protocol, simulations have been conducted with variable
node densities (number of nodes ranging from 15 nodes
to 1200 in an area of 70 x 70 m?). The packet size is set
to one byte and the number of events per second is set
to one thousand in order to guarantee generating the max-
imum possible packet load. The energy needed to run the
cache search algorithm in Fig. 12 was computed by count-
ing the clock cycles needed to run the algorithm, assuming
that one instruction consumes 1 nJ.

As Fig. 13 shows, the energy consumption to evaluate
one received packet increases as the node density in-
creases. However, beyond the density of 0.2 nodes per
square meter it becomes stable at around 0.7 pJ because
the maximum number of packets with various destination
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For j=1; j< Cache size; j++ comparison because it has the smallest packet size among

1.
9. If ( Auth. timer of MAC, is expired ) other protocols and the closest to C-Sec.
) . .
3 Early drop the packet i Figs. 14 and 15 show the histograms for end-to-end
4 Delete MAC. from receiver cache packet delay results with 95% confidence. It can be ob-
5 Break ' served that C-Sec introduces additional delay overhead of
6: Else about 200 ms on average, and more packets wait more
7 Temp &< MH, xor MAC than 800 ms for the C-Sec compared to MiniSec. This is a
° i ] . . .
8. If (Temp = Destination Address ) direct result for the relation between packets introduced
. . by the C-Sec.
9. Accept the packet i as a unicast packet R X
10. Break To study this delay more deeply, the mathematical
11. Else if (Temp = Broadcast Address) queuing model and delay analysis used in traditional pro-
12. Accept the packet i as a broadcast packet tocols like the MiniSec is investigated. These protocols fol-
13. Break low the M/M/1 queuing model, which represents a system
14. End if having a single server, where arrivals are determined by a
15. End if Poisson process and job service times have an exponential
16. End for

Fig. 12. Cache search algorithm in the receiving node cache.

addresses that can be sent within the authentication timer
period is reached at that point. Packets delivered outside
the authentication timer window are sent in the conven-
tional mode. Considering that the energy needed to trans-
mit one bit in the wireless medium is equivalent to more
than one thousand clock cycles for most of the WSN nodes
[3] the energy needed to compute that is small compared
to the communication energy gain of the C-Sec.

5.3. Delay and queuing analysis

The compact mode of C-Sec protocol introduces rela-
tions between packets; a packet cannot leave the node be-
fore the next packet arrives if it is the only packet in the
output buffer. This will introduce additional delay over-
head that did not exist before for that packet; to evaluate
this delay a simulation is run to evaluate the end-to-end
delay for C-Sec and MiniSec at 20 packets per second, for
one thousand seconds. The MiniSec protocol is used for

distribution [26]. This model is compared to a modified
model that considers the new condition introduced by
the C-Sec that a packet cannot depart until the next packet
arrives even if the service is finished. This restriction hap-
pens only when there is one packet in the queue.

An M/M/1 queue is described by the following
parameters:

A: Arrival rate, interarrival times are exponentially dis-
tributed with a mean of 1/4.
u: Departure rate, service times are exponentially dis-
tributed with a mean of 1/u.

As Fig. 16 shows, the C-Sec queuing model can be de-
scribed as a variation of a continuous time markov chain,
which is described by transition rates between states.
The states are the number of packets in the system.

Note that all transitions from state n to state n+ 1 are 4
except for the case, where n = 1. For this case we have to
take into account whether the packet is being processed
or waiting for the next packet to arrive. Solving this system
will reveal the expected value of number of packets in the
system in Eq. (8), where p = ﬁ The complete solution is
shown in Appendix A
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Ec_sec(Number of packets in the system)

0
-5 8)

The expected value of the number of packets in the sys-
tem for the M/M/1 queuing model is:

=1-p+

Eniym/1 (Number of packets in the system) = IL 9)
Comparing Eq. (8) and (9), it can be noted that differ-
ence between the queuing models is 1 — p. This value is
less than 1 because p > 1. We can conclude that expected
value of the C-Sec queue size is one packet greater than
the M/M/1 queue in the worst case and the difference ap-
proaches to zero when the network is more utilized.
Using Little’s law, the expected time in the system:

Ec_sec(time in the system) = Ec_s.c(packets the system)/arrival rate

(ret)

1 1

Lo
A0 p—2

(10)

The expected value of waiting time for the M/M/1 queu-
ing model which is given by:

Ewmymy1 (time in the system) = ﬁ (11)

Fig. 17 shows the expected value of waiting time for
both the C-Sec and the M/M/1 queuing models. Compared
to the expected value of the waiting time for the M/M/1
queue, C-Sec has higher waiting time for low of arrival
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rates. This is because single packets in the queue are held
until the next packet arrives. However, C-Sec approaches
the M/M/1 queue behavior for larger arrival rates because
the likely hood of a single packet in the queue is small,
which is the only difference between C-Sec and M/M/1
queuing models.

Eq. (12) shows the difference of expected time in the
system between the C-Sec and M/M/1 models, which is

the average waiting time introduced by the C-Sec over
the classic M/M/1 queuing model

Ec_sec(time in the system) — Ey /1 (time in the system) = %—%
(12)

Fig. 18 compares the value in Eq. (12) with simulation
results of the additional waiting time introduced by C-
Sec, i.e. the average period of time the current compact
packet waits until the next packet arrives when it is the
only packet in the system. It can be inferred that as the
traffic load increases, the additional waiting time intro-
duced by the C-Sec queuing model decreases. The two
curves have similar trends; however, the additional wait-
ing time introduced by the C-Sec protocol in the simulation
results is slightly higher. This is because it is affected by
the duty cycle of the T-MAC and packet retransmissions

&— C-Sec Queue!
--+--M/M/1 Queue

Expected waiting time in the system

0 20 40

60 80 100 120

Fig. 17. Expected value of waiting time in the system (u = 120).
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due to bit errors. For lower values of packet arrival time,
the simulation results shows less overhead time, that is be-
cause packets with waiting times larger than the authenti-
cationtimer are transmitted in the conventional mode, this
puts a cap on the maximum waiting time for compact
packets.

Generally, most of WSNs applications do not require
hard real-time constraints [27], and such additional packet
delays can be tolerated. The importance of the energy sav-
ings the C-Sec can achieve outweighs the additional packet
delay it introduces.

5.4. Error probability

This section analyzes the impact of the dependency be-
tween packets introduced by the C-Sec protocol on error
probability. We extend stochastic models that measure
the impact of block cipher encryption on post decryption
bit errors [28-30] to measure the impact of packet depen-
dency introduced by C-Sec using Markov characterization
stochastic model.

For typical encryption protocols, the packet consists of
two parts, the header block and the encrypted message
block. If a bit error occurs in the encrypted message block
during transmission in the wireless channel, this error will
expand to all bits of the decrypted message with a proba-
bility of 50%; this is a result of the Strict Avalanche Crite-
rion (SAC) of the encryption algorithms [31]. Some
researchers tried to avoid the effect of SAC by inventing
new encryption algorithms [32,33]. Such algorithms trade
off security with performance and are not scrutinized en-
ough to be used for wireless communication.

The packet can be divided into two parts, an encrypted
body that is affected by the SAC and the header. If a bit er-
ror occurs in the encrypted body of the message, it will ex-
pand as a result of the SAC effect. However, if it happens in
the header of the message, only that bit will be changed in

100 120
A

(A) Error free header and ‘ H ‘ EM ‘
encrypted message

(B) Error free header with ‘ H ‘ EM ‘
an error in encrypted message

(C) Error in the header and ‘ H ‘ EM ‘
error free encryptedmessage

(D) Error in both the header ‘ H ‘ EM ‘

and the encrypted message

D Error free block ] Corrupted block

Fig. 19. error event states.

P(B)

State B

Fig. 20. State diagram for error events at decryption process.

the receiver side. As show in Fig. 19, this will result in four
different possibilities for the bit error.
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Let b; denote the ith bit of the header block. Vi=1...H.
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Let bibybs...by be the transmitted header bits, and ing a header with i errorsis:
bb,b; ... by, be received header bits. HY _
Let P(b;|b;) denote the probability of receiving b; when P(i—errors in the header) = <i )P;,,-t(l —Py) = (i

b; is transmitted, and P(bb; ... by,
probability that that the received header is b} b, ... b}, when
the transmitted header is: byb,. . .by. Assuming reception of
each bit is independent of all the remaining bits, then:

P(byb; ... by [b1bs ... by) = P(b|b1).P(D)|b2) ... (b |bi)

If, in a certain received block, i bits are in error, then H — i
bits are correct. Then the probability of receiving this block

will be Pi, (1 — Py;:)"". There are (7) different ways in

which i errors can occur in H bits. Hence, if the header of

bib, ...by) denote the

Where Qpe = (1 — Pyi)
. _ H\ o no _ AH
P(header is correct) = 0 Py Qe = Qi

(13) crypted message payload:

P(EM is correct) = Qf

the message is sent and it contained i bits that had errors, body is:

>

w

(@)

o]
[on [ o] (s [ ]
(e[
[Ho] Mo Jwnc[wnc,] [Fo]  emen Jwaccunce]
lH ..... [ Em, MA[.‘[MACHMI ‘H [ EMyr ]MAc ‘MAC ‘
‘H ‘ EMyr ‘MAC‘.,‘MAC‘,,,‘ [H“,q] EMyer IMACMIMACMH.]
[HW[ EMs MAC‘,,[MAC»M] ‘HH.‘[ [ZY ]MAC‘,“MAC‘,‘,‘

1::”‘("‘ — th, (1 _ QMH+M,4(‘ ) Q,m EM +05 QImH»wa (1 _ le EM )
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Fig. 21. Various error event states and related error probability equations for C-Sec protocol.

H

The probability of a receiving correct header:

then H — i bits are correct. Then, the probability of receiv-

L

(15)

Similarly, the probability of receiving a correct en-

(16)

Depending on the state of the received header and mes-
sage body at each decryption cycle, the decryptor node can
be in one of the four states described in Fig. 18. The prob-
ability of receiving a message with a correct header and

25

(26)

@7

(28

29
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P(A) = P(header is correct) «+ P(EM is correct)

= Qpi + Qfif (17)
Similarly:
P(B) = (1-Qj) = Q; (18)
P(C) = Q¢ * (1 - Qpe) (19)
P(D) = (1 - Q) * (1 - Q) (20)

Using Eq. (17)-(20) the transition state diagram in Fig. 20
can be constructed. Its associated transition probability
matrix that donates the probability of moving from state
i-j and is given as follows:

P(A) P(B) P(C) P(D)
PA) P(B) P(C) P(D)

"=\ pay PB) PC) POD) @)
PA) P(B) P(C) P(D)

Then the mean probability of error P, can be com-
puted as:

Perror = P(A)e; + P(B)e; + P(C)es + P(D)ey (22)

where ey, e,, e3, and e4 are the error rates associated with
each of the states in Fig. 18. The value of e;is equal to 0 be-
cause the packet is error free at state 1; e, is equal to 0.5
because the decrypted body of the packet follows the
SAC; and es is equal to Pp;. Assuming that the bit errors
events in the header and bit errors in the decrypted mes-
sage are independent, the bit error rate in state 4 can be
computed as:

es=1—(1-0.5)(1—Py) =0.5(1 + Pp) (23)
Then the post decryption probability of error will be:

Parr = Poie (1= Q) Q41 + 05055, (1 - Q3

+0.5(1 + Py) (1 - int) (1 - 55{') (24)

For C-Sec, the relations between packets introduce
dependency in the error probability. To model this
dependency, all possible packets format with different error
events associated with them are considered. This includes
five different pairings of dependency between packets with
different formats. The error events associated with these
cases are shown in Fig. 21. The shaded fields in the packets
represent fields with errors. The mean probability of error
P..roris computed for each caseinasimilar manner, taking into
account the dependency in a stream of packets as follows:

A. The first packet is independent conventional, it fol-
lows the traditional post decryption error probabil-
ity model.

B. The second packet has dependency on the header of
the following packet.

C. The header of the packet i + 1 is already verified, it
has dependency on the header of the packet i + 2.

D. The last compact packet depends on the header of
the last conventional packet, which has different
size.

E. The last conventional packet is similar to the first
conventional packet, but with different header size.

To evaluate the performance of post-decryption error
probability for the C-Sec, a weighted average of cases given
by Egs. (25)-(29) is computed assuming a percentage of
compact packets that matches the percent of compact
packets in the simulation results in Fig. 9 with a payload
size of 30 bytes. The post-decryption error probability of
the MiniSec protocol is given by Eq. (24). The MiniSec is
used as a comparison because it has the smallest packet
size among other protocols and the closest to C-Sec.
Fig. 22 shows the plots of post-decryption error probability
for both cases. The difference in output error probability is
negligible and it does not exceed 1% in the active region.

Fig. 23 shows the percentages of packet loss, with 95%
confidence, for C-Sec and MiniSec protocols, obtained from
simulations using Castalia with varying noise floor (the

10 T T

—6— MiniSec
0 C-Sec
No Encryption

Output error probability

o 56000 o-e-0-0-0-6609F

10 10° 10 10

Input error probability

Fig. 22. Post decryption error probabilities for C-Sec and MiniSec.
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Fig. 23. Packet loss.

sum of all the noise sources and unwanted signals). The
packet loss increases with the increase of noise floor. The
C-Sec has about 1% more dropped packets than the Minisec
in the active region. Compared to the high energy gain of
the C-Sec, this amount of packet loss is can be probably
be tolerated in many applications. As mentioned in the
protocol description, the used of conventional mode can
be enforced in case of high QoS constraints or the used of
packet loss sensitive applications.

6. Conclusion and future work

The C-Sec protocol was presented in this paper; a link
layer encryption protocol that provides all required secu-
rity services, hides most of the packet headers making it
more difficult to eavesdrop on the flow of wireless commu-
nication and minimizes the cost of defending against replay
attacks. In addition to the above, it reduces energy con-
sumption by minimizing security related communication
overhead. A comparison between the C-Sec protocol with
well-known protocols including the Zigbee security, SNEP,
TinySec and MiniSec is also presented. The evaluation crite-
ria included the security services provided, communication
energy consumption, packet delay overhead, and the effect
of the protocol on error probability. Simulation results with
various payload sizes and packet loads using Castalia simu-
lator shows that the C-Sec has significant advantage of in
terms of communication energy consumption over other
protocols. The C-Sec protocol renders significant energy
saving that reaches up to 19.1% compared to the MiniSec
protocol with a comparable packet size. We also prove ana-
lytically and by simulation that the relation between pack-
ets introduced by the C-Sec has limited effect on packet loss
and end- to- end packet delay. This effect can be tolerated
compared to the high-energy gain of the C-Sec.

In future work, we look forward to implement C-Sec
protocol as part of securely designed wireless sensor plat-
form that include hardware implemented encryption
primitives like [13]. Based on that, we aim to conduct

experimental testing to further prove the efficiency and
performance of C-Sec as compared to other protocols.

Appendix A

To solve the Markov chain system in Fig. 12, let X(t) be
the state of the system at time t, and let At be a small time

interval. Then:
P((X(t+ At) = 2)|(X(t) = 1)) = 11At (30)

The event X(t) =1 is the union of the disjoint events A
and B, where

A: The packet is being served.
B: The packet is waiting for the next arrival.

Then Eq. (30) will be:

P((X(t+At)=2)n(AUB))
P(A)+P(B)
_ P((X(t+At)=2)NA)+P((X(t+Af)=2)nB)
P(A) +P(B)

P((X(t+At)=2)|(AUB)) =

31

However, the first packet will not wait in the system if it
finished processing and the next packet has arrived,
therefore:

P((X(t +At) =2)NB) =0 (32)

If the first packet is being processed, then it has to wait
even if the next packet arrives, then:

P((X(t + At) = 2) NA) = P((X(t + At) = 2|A) - P(A))
— JP(A)At (33)
Substituting (33) and (32), in (30):
PUX(E+ 80 = 20X = 1) = 50 s i
JP(A)/P(B) (34)

~1+P(A)/P(B)
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However, there is a relation between P(A) and P(B)
because:

P(Service at time t + At|Waiting at time t) = AAt
P(service at time t + At|Service at time t) = UAt (35)

Substituting p from the Markov-chain balance equation
in Fig. 24 yields:

_ At P
A]At—AAt]+p
o, P
mf/l]_i_p (36)

Let p1, P2, p3, ... be the probabilities of each of the
states. The global balance equation: Ratein = Rateout for
each node yields:

Statel AP = uP; — P :prpl
3

State2 : [Py =ip, — Py=pP, — Py={P

Statej —1: UPj=ipiy — Pj=pPi1 — Pj= {ﬂfppl

Now:

S (37)

j=1

Substituting the probabilities of the states into Eq. (36):

. P P’ P o

From Eq. (38) p; can be computed as:

P =(1-p)(1+p) (39)
Combining (15) and (17):

pi=p(1-pi>1 (40)

From (39) and (40), the expected number of packet in
the C-Sec system:

Ec_sec(Number of packets in the system) = an,,
n=1

— (- p)+p)+ 3 "0 - p)
n=2

o0

=(1+p)+> np"(1-p)

P(B) u m

Fig. 24. Markov chain balance equation.

=(1-p)+p(1- p)inp"*‘
n=1

o

d

—(1—p)+p(1—p)@n§p

1

=(1- 1_

(1= p)+p( p)(( 7

_ P

7l—p+m (41)
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