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Access control is one of the major security concerns for wireless sensor networks. However,
applying conventional access control models that rely on the central Certificate Authority
and sophisticated cryptographic algorithms to wireless sensor networks poses new chal-
lenges as wireless sensor networks are highly distributed and resource-constrained. In this
paper, a distributed and fine-grained access control model based on the trust and centrality
degree is proposed (TC-BAC). Our design uses the combination of trust and risk to grant
access control. To meet the security requirements of an access control system with the
absence of Certificate Authority, a distributed trust mechanism is developed to allow
access of a trusted node to a network. Then, centrality degree is used to assess the risk fac-
tor of a node and award the access, which can reduce the risk ratio of the access control
scheme and provide a certain protection level. Finally, our design also takes multi-domain
access control into account and solves this problem by utilizing a mapping mechanism and
group access policies. We show with simulation that TC-BAC can achieve both the intended
level of security and high efficiency suitable for wireless sensor networks.

� 2013 Elsevier B.V. All rights reserved.
1. Introduction

Wireless sensor networks (WSNs) typically consist of a
large number of resource-constrained nodes deployed in
an unattended area. The low-cost and low-power sensor
nodes have the ability to cooperatively perceive character-
istics of the physical world, such as temperature, sound,
vibration and pressure without manual operation [1,2].
Owing to these characteristics, many feasible applications
have been proposed, including intelligent buildings, health
monitoring, battlefield surveillance, space exploration
[3,4].

However, deployment in a highly distributed manner in
an open and remote environment also gives rise to security
threats in WSNs. A remote environment prevents an
administrator from physically examining the network. As
a result, foreign nodes may be introduced. Additionally,
sensor nodes use a wireless broadcast channel to commu-
nicate, which introduces openness in communications in a
local region. Moreover, end-to-end communication in a
WSN is achieved using multi-hop communication where
a communication path is usually established in a distrib-
uted manner. All these operations in a WSN give an oppor-
tunity to a foreign node to be physically present in a WSN
without detection, or even a legitimate node to be physi-
cally compromised without notice. Then, the foreign or
compromised node may intercept or hijack a communica-
tion to launch an attack on other nodes [5–7]. While solu-
tions exist and have been successfully demonstrated in
other types of networks [8,9], it is unfortunate that many
practical security mechanisms are too complicated to be
practically implemented in a WSN as it is a resource-con-
strained system in terms of bandwidth, memory, and com-
puting power.
or net-
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Granting proper access to legitimate nodes is essential
to ensure correct operation of WSNs. Access control in
WSNs can be defined as the process of limiting access to
sensitive information only to trusted nodes or other sys-
tems in a WSN. A proper design of an access control en-
sures that information is accessible only to any
authorized and trustworthy node. In other words, foreign
nodes that are not authorized or compromised nodes that
have unusual behavior should be prevented from accessing
sensitive information.

Different models of access control have been proposed
over the years [10–12]. However, most access control mod-
els were developed for some specific systems not suitable
for a resource-constrained system such as a WSN. Certain
supports are required for the access control that targets
WSNs. In the following, we summarize the unique chal-
lenges of WSNs to support a proper access control:

� Remote deployment: WSNs are often deployed in a
remote and open environment. It is difficult to prevent
foreign nodes from being physically present in the net-
work, especially when they remain passive. Besides,
legitimate nodes that are unattended can be physically
compromised.
� Open channel: WSNs rely on multi-hop wireless chan-

nels for communication. As wireless communication
uses a broadcast channel, eavesdropping by foreign or
compromised nodes cannot be prevented.
� Distributed configuration: WSNs inherit the properties of

a wireless ad hoc network, where fixed infrastructure is
not a necessary component. As a result, conventional
access control models, such as role-based access control
(RBAC) [13], that generally rely on a central Certificate
Authority (CA) for authorization, are not applicable.
� Constrained resources: Cryptography and authentication

mechanisms on which traditional access control models
are based are common approaches for network security
[14–16]. However, these cryptographic methods require
high memory usage and power consumption because of
their complex algorithms and processes [17], which is
not practical for a resource-constrained WSN. Further-
more, cryptographic mechanisms may fail to prevent
compromised nodes from launching attacks from inside.
� Multi-vendor support: WSNs may consist of sensor

nodes from two or more manufacturers. Due to the dif-
ferent specifications and designs, it is difficult to ensure
consistency in security implementation among all sen-
sor nodes. This gives rise to the need for multi-domain
access control, which is also considered in our proposed
design.

In this paper, we propose a distributed and fine-grained
access control model (TC-BAC) that aims to address the
challenges mentioned above. We first introduce a trust
evaluation mechanism into our access model where only
trustworthy nodes are allowed to join the WSN. This can
offer an effective solution to meet the security needs of
an access control system with the absence of CA. Secondly,
a risk function is proposed to assess the good behavior of a
node and evaluate the risk factor of that node’s access.
These evaluations of trustworthiness and good behavior
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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must be performed under a distributed environment by re-
source-constrained nodes. In our design, we adopt an ac-
cess control mechanism that makes local authorization
decisions based on the trust and centrality degree of other
nodes. Finally, our design takes multi-domain access con-
trol into account and solves this problem by utilizing a
mapping mechanism and group access policies.

The rest of this paper is organized as follows. Section 2
provides a brief overview of related work. Section 3 pro-
poses the system model. Section 4 describes our proposal
of distributed trustworthiness evaluation of nodes, fol-
lowed by the proposal of distributed risk analysis based
on centrality degree in Section 5. We provide detailed
operation of our proposed solution, TC-BAC, in Section 6,
with simulation results and performance evaluation given
in Section 7. Finally, important conclusions and potential
future works are given in Section 8.
2. Related work

Access control models have received considerable
attention in research in recent years [18–20]. In these
models, improving the performance of access control pro-
cess is an important research issue. However, security
assurance of the network remains as a main concern in ac-
cess control schemes. It is worth emphasizing that the
study of access control has a significant difference from
admission control [21]. The design of access control
schemes should follow the principles of security, while
the admission control schemes mainly focus on QoS guar-
antees and resource reservation in the network [22].

Generally, there are three types of fundamental access
control methods; namely, Mandatory Access Control
(MAC) [23], Discretionary Access control (DAC) [24] and
Role-based Access Control (RBAC). A MAC method controls
access on the basis of security labels attached to the users
and objects. Classified and static users must be predefined.
This approach is particularly suitable for multilevel secure
military environments. A DAC method controls access to
an object on the basis of an individual user’s permissions
and/or denials, which gives flexibility to the access control
with dynamic user information. This approach is practical
for the security needs of industry and other non-military
systems [13].

An RBAC method can be seen as an independent compo-
nent of access control, coexisting with MAC and DAC when
appropriate. RBAC was first introduced in [25] and the re-
lated standard was proposed after a series of modifications
[26]. The main characteristic of RBAC is that all the mech-
anisms are based on a level of relations between users and
roles. The users apply for various roles according to their
tasks and then the administrators assign corresponding
privileges to the users with specific roles. RBAC is fine-
grained and adaptive for many dynamic systems including
WSNs. However, conventional RBAC does not discuss the
details of the security mechanisms. In many application
scenarios, sensitive information should be accessible only
to authorized users. If the attackers gain rights from differ-
ent roles, they can easily cause great damage to inherent
systems.
trality degree based access control model in wireless sensor net-
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Driven by the demand for security considerations, some
extended solutions to access control have been proposed
for WSNs [27–29]. Role Based Access in Sensor Networks
(RBASH) [30] is an access control model that provides mul-
tilevel security in sensor networks. In this model, the sen-
sor nodes are divided into different levels according to an
application’s needs. The multilevel security is based on
assigning keys to different nodes at different levels. To
achieve this, the base station communicates with the clus-
ter head to compute the cluster head key, and, by using a
Hasse diagram, the cluster head works out other individual
keys. However, these designs may cause high overhead,
especially for the cluster head. Besides, when the cluster
head is compromised, the protection of the sensor network
will be disabled.

In 2009, Yu et al. proposed FDAC as a fine-grained dis-
tributed access control scheme [17]. FDAC exploits a novel
cryptographic algorithm called attribute-based encryption
(ABE). In FDAC, each sensor node is associated with a set of
attributes and a public key. Each user is assigned an access
structure, which is implemented via an access tree and
embedded in the user’s secret key. Having predefined key-
ing materials for each of the attributes, the sensor data
should be encrypted under the keys corresponding to their
attributes and only those whose access structures accept
the data attributes are able to decrypt. However, the com-
plexity of computation and communication overload is di-
rectly proportional to the number of attributes in this
strategy. Consequently, a high demand on computing and
communication is required to implement the solution,
which limits its attractiveness for WSN application. In
addition, as the solution mainly utilizes cryptographic
primitives, it is unable to prevent an internal attack from
a compromised legitimate sensor node.

The realization of homomorphic encryption offers a
new technique to perform cryptography in WSNs [16,31].
With homomorphic encryption, computations on plain-
texts can be performed directly on the corresponding
ciphertexts, and the decrypted ciphertexts after the com-
putation process will always match that of the plaintexts
undergoing the same computation process [32]. Its ability
to meet the stringent end-to-end security requirements
of typical security-critical applications makes it appropri-
ate for distributed systems such as WSNs. Although this
technique can significantly reduce the overhead of the
multi-hop communication under the premise of security
assurance, it requires a relatively complicated calculation
and key generation process. Besides, similar to crypto-
graphic primitives, the homomorphic encryption cannot
defend internal attacks from a compromised sensor node.

Trust management is another vital type of approach
that can fulfill the security requirements of access control
systems [33,34]. Trust is often defined as a set of relations
among entities. It has been demonstrated that by combin-
ing trust with specific protocols, the trust management in
WSNs could be a useful complement to a public key infra-
structure (PKI) [35–37]. Yang et al. incorporated the con-
cept of trust into an RBAC model and presented an
infrastructure-centric framework [38]. This model sup-
ports dynamic authorization according to trust level that
is evaluated through infrastructure. The entities with good
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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behavior will be rewarded and the others will be punished.
Although these designs offer reliable solution to prevent
internal attacks, the need for a central infrastructure limits
its application to WSNs.

To enable the use of trust management in WSNs, there
is a need for decentralizing it. Boukerche et al. proposed an
agent-based trust scheme for WSNs [39]. It is assumed that
a WSN is based on a mobile agent system that maintains
the trust and reputation locally. The mobile agent is a
trusted authority responsible for authenticating sensor
nodes in the network. However, solely trusting mobile
agents is idealistic and poses risks. In addition, passive at-
tacks may occur outside of the direct coverage of mobile
agents, and these attacks may remain undetected.

Risk assessment may offer a mechanism to evaluate
trustworthiness, thus giving the ability to each node to de-
tect misbehavior and exchange such information. In other
words, risks are considered when when involving the trust
into a specific application [40–42]. One common approach
is the analysis of past behavior to assess the risk of trusting
a particular node or granting it access control.

In [42], instead of incorporating trust, the authors pro-
posed using the OASIS language to predicate the risk
threshold. The semantics can encode the policies to pro-
vide the secure functionality. Karyotis et al. then designed
topology control algorithms for the development of effec-
tive attack strategies by utilizing the risk factor [40]. This
work described three topology control algorithms to ana-
lyze the infection of the nodes in the network. The attack
model was constructed for the effective design of network
countermeasures. However, the definitions of risk in previ-
ous work were ambiguous and most of them did not com-
bine the risk degree with the trust evaluation process. To
our best knowledge, no comprehensive study of the access
control risk based on trust for WSNs has been made. In this
paper, we propose a risk function to evaluate the security
of the access control model. The main features of above
solutions to access control are summarized in Table 1.
3. System model

3.1. Network model

In this paper, we consider a WSN consisting of a few
sink nodes and a number of ordinary sensor nodes that
are randomly distributed in a designated area. Each sensor
node is identifiable by its unique ID. Both the sink nodes
and the ordinary nodes are resource-constrained. Each or-
dinary sensor node is in charge of sensing its local condi-
tions, initiating packets as a source, and forwarding
packets as a router. There is no central CA for authorization
deployed in the WSN. Sensor nodes that attempt to have
access to the network must acquire certain access rights
from other nodes that have already gained the correspond-
ing privileges.
3.2. Security model

Due to the open and remote deployment environment,
WSNs are generally vulnerable to physical attacks. In this
trality degree based access control model in wireless sensor net-
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Table 1
The main features of solutions to access control.

Solutions Methodology Flexibility Security Complexity System
architecture

Drawbacks

MAC [23] Based on security labels attached
to the users and objects

Low Low Low Centralized/
distributed

Lack of flexibility and scalability

DAC [24] Based on an individual user’s
permissions and/or denials

Medium Low Low Centralized/
distributed

Not fine-grained

RBAC [25] Based on a level of relations
between users and roles

High Low Low Centralized/
distributed

Docs not discuss the details of the
security mechanisms

RBASH [30] Based on assigning keys to
different nodes at different levels

High High High Centralized High overhead Exist the bottleneck of
cluster head

FDAC [17] Based on the asymmetric
encryption and an access
structure

High High High Centralized Requires a high demand on computing.
Unable to prevent internal attacks

Homomorphic
encryption
[16]

Based on the fully homomorphic
encryption technique

High High Medium Centralized/
distributed

Needs a complicated calculation and key
generation process. Unable to prevent
internal attacks

TRBAC [38] Based on the trust evaluation
through infrastructure

High Medium Low Centralized Not adaptive for the distributed
environment in WSNs. Pose a certain
degree of risks

ATRM [39] Based on a mobile agent system
that maintains the trust and
reputation locally

Medium Medium Low Distributed Do not takes multi-domain access
control into consideration
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paper, we assume that all of the ordinary sensor nodes are
compromisable. Compared with them, the sink node has a
higher ability to resist common attacks because of its more
sophisticated hardware. They can thus be recognized as a
highly trusted party in most cases. Even if a sink node is
compromised, other sink nodes in the network could seize
its malicious behavior. We also assume that ordinary
nodes have a higher probability to be compromised if
one or more of their neighbors are malicious.

Our access control model aims to protect information
and operation of WSNs from being compromised by mali-
cious nodes. These malicious nodes may be foreign nodes
being covertly introduced into a network or legitimate
nodes being physically compromised. These malicious
nodes will attempt to join the networks as legitimate
nodes and then launch attacks either passively or actively.
In passive attacks, malicious nodes may gather sensitive
information or behave selfishly in collaborative operations,
such as routing, to passively affect the proper operation of
WSNs. In active attacks, malicious nodes may actively re-
quest sensitive information, influence the behavior of sur-
rounding nodes [43], or affect the normal operation of
WSNs using attacks such as Denial of Service (DoS).

In our access control model, we first utilize trust to en-
sure that only legitimate nodes are permitted to join WSNs
and then centrality degree to continually assess risk of ac-
cess. Briefly, each node stores a local trust matrix based on
the records of other nodes’ behavior and a centrality de-
gree attribute that represents its importance in the net-
work. We assume that the network owner can configure
the privileges of each node through the sink node.
4. Trust degree evaluation

4.1. Architecture of trust management

In this paper, we consider trust in sensor networks as
the degree of beliefs about the behavior of other ones.
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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According to the characteristics of WSNs, the architecture
of trust management for access control is depicted in Fig. 1.

Data streams are the source of the evidence of trust in
trust management schemes. By adopting some related
detection mechanisms, such as watchdog [44], sensor
nodes can seize malicious or selfish behavior (e.g. packet
flooding, packet dropping, or wormhole attacks). The trust
of an arbitrary node in the network includes two parts: di-
rect trust and indirect trust. Direct trust is based on direct
observations of each node that participates in data com-
munication, while indirect trust stands for the trust rela-
tions between distributed nodes without direct
interactions, which can be seen as recommendation trust
or reputation.

As an error probability of detection may exist in the
detection mechanisms, a malicious node that provides
false trust value may be incorrectly included in the trusted
set of nodes. To solve this problem, we adopt an inconsis-
tency check scheme [45] in trust collection process (col-
lecting data of direct trust and indirect trust) to detect
malicious nodes and filter out false trust values. More spe-
cifically, a set of rules is defined in the nodes’ inconsistency
checking module to check the inconsistence of indirect
trust values. If a ‘‘bad’’ node provides false trust value, it
can be quickly detected as its false recommendation may
have a significant difference (higher or lower) from true
ones provided by other nodes in the trusted set.

Since trust is about a node’s attitude towards others’
behavior, our access control model utilizes it to construct
specific policies. To further support multiple vendors, we
include the concept of domains in our design. In the fol-
lowing subsections, we first describe trust evaluation in a
single-domain, then extend our design to the case of multi-
ple-domains.

4.2. Trust evaluation in a single-domain

The trust evaluation on which most of the prior work
mainly focuses is the key problem of trust management
trality degree based access control model in wireless sensor net-
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Fig. 1. The architecture of trust management.
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scheme. In [35,36], the authors proposed the requirements
and principles which should be followed when designing
trust evaluation algorithms. They also discussed the basic
algebraic properties and the optimizing characteristics of
trust metrics by utilizing mathematical tools, such as the
theory of semirings. We follow these basic principles in
the following formulation and evaluation.

First, we will discuss the WSN that is deployed in a sin-
gle domain, which is depicted in Fig. 2a. All the sensor
nodes share similar specifications and operate under a sin-
gle administrator. Thus, every node uses the same method
to measure trust values. To evaluate the nodes’ trust in the
single-domain, we propose a trust computational method.
As is shown in Fig. 1, the trust is composed of direct trust
and indirect trust. The former can also be divided into
two units: the latest observation data unit and the history
trust data unit that stores trust records between sensor
nodes in a specified structure, while the latter is obtained
from recommendations of other nodes. The trust evalua-
tion process can be represented as follows:

TðiX ; jXÞ
l ¼ a1 � DTðiX ; jXÞ

l þ b1 �
P
ðk2Nj ;k–iÞ ITðkX ; jXÞ

l

jNjj � 1
ð1Þ

with a1 + b1 = 1, a1 > 0, b1 > 0. As in Eq. (1), TiX, jX) repre-
sents the trust value of node j for node i in a single-domain
X. Node i measures the trust of node j based on both direct
trust, DT(iX, jX), and indirect trust IT(kX, jX) in domain X. The
quantity l represents the sequence number of the latest
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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evaluation records. In the term of indirect trust, Nj is a
set consisting of neighbors of node j. The reason we choose
the indirect trust value provided by the neighbor nodes is
that most malicious behavior can be detected by the neigh-
bors and this mechanism can obviously reduce the over-
head of the network.

The quantities a1 and b1 are weight factors which are
associated with the access control policies. Setting a1 > b1

indicates that the node in the network is more convinced
about its own judgement than other nodes judgements.
Setting a1 < b1 indicates that it prefers to rely on recom-
mendations by others in trust evaluation. The trust value
is bounded by 0 6 T 6 1 where a higher value indicates
higher trustworthiness.

The evaluation of direct trust is given by:

DTðiX ; jXÞ
l ¼ c� DTðiX ; jXÞ

l�1 þ EðiX ; jXÞ
l c > 0 ð2Þ

where DT(iX, jX)l�1 represents the direct trust value based
on the past behavior of the node. The E(iX, jX)l represents
the current behavior of a device. The weighed factor c is
an exponential decay time factor, which is computed by:

c ¼ e�q�ðtc�tc�1Þ tc > tc�1 P 0; q P 0 ð3Þ

where tc stands for the current time and the tc�1 represents
the time when the last interaction occurred. According to
Eq. (3), the trust value decreases with the passage of time.
The weight factor should depend on the context. When
c� 1, it means that the results of recent interactions are
trality degree based access control model in wireless sensor net-
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Fig. 2. (a) WSNs in single-domain and (b) WSNs in multi-domain.
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much more important than those of older ones. However,
in this case, malicious nodes may easily eliminate their
bad reputation through short-term actions when they in-
tend to communicate with other nodes.

The function E(iX, jX)l is given by:

EðiX ; jXÞ
l ¼

PðaÞ; for 0 < PðaÞ < 1 ð4Þ
NðaÞ; for � 1 < NðaÞ < 0 ð5Þ

�

where P(a) and N(a) represent the positive and negative
assessment for the node’s action a, respectively. These
two parameters should follow the common practice that
a good reputation is more difficult to gain than a bad one.

Finally, the indirect trust evaluation process is com-
puted by:
X

k�Nj ;k–i

ITðkX ; jXÞ
l ¼

X
k�Nj ;k–i

DTðiX ; kXÞl � DTðkX ; jXÞ
l
: ð6Þ

In the above, the indirect trust value of node j for node i
is computed by recommendations from the neighbors of
node j. In this model, we employ the trust chain to evaluate
the indirect trust of the node.

4.3. Trust evaluation in multi-domain

As mentioned in Section 1, a WSN may consist of sensor
nodes from different vendors or deployed by different ser-
vice providers. To support this scenario, a WSN can be log-
ically divided into several administrative groups and each
group may possess its own methods to evaluate trust with
some sharing of trust information across groups, as illus-
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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trated in Fig. 2b. Therefore the trust evaluation mechanism
in multi-domain situations requires additional attention to
features of the inter-domain sharing of trust information.

The trust of one domain for another is determined by
the trust relationship between the two domains [46]. To
address trust evaluation problems in multi-domain situa-
tions, we design a mapping mechanism. Let X, Y and Z be
the sets collecting the identities of all nodes within do-
mains X, Y and Z respectively, and let V be the set contain-
ing all domain sets in a WSN. The trust evaluation process
in multi-domain situations can be described by the follow-
ing expressions:

TðiX ; jYÞ
l ¼ MðX;YÞl � TðY; jY Þ

l ð7Þ

where T(iX, jY) represents the trust value of node j in a do-
main Y for node i in an another domain X. The function
M(X, Y) represents the mapping mechanism between these
two domains. The value T(Y, jY) is the average trust value of
node j in its own domain Y. The mapping mechanism can
be further described as below:

MðX;YÞl ¼ a2 � SPðX;YÞl þ b2

�
P
ðZ2V ;Z–X;Z–YÞ ITðZ;YÞl

jV j � 2
ð8Þ

with a2 + b2 = 1, a2 > 0, b2 > 0. The function SP(X, Y) refers
to a security policy parameter from domain Y to domain
X. IT(Z, Y) is the recommendation from other domains.

SPðX;YÞl ¼ /� VðX;YÞl þu�
P

kY �Y
DTðX; kYÞl

jY j ; ð9Þ
trality degree based access control model in wireless sensor net-
.005

http://dx.doi.org/10.1016/j.adhoc.2013.05.005


J. Duan et al. / Ad Hoc Networks xxx (2013) xxx–xxx 7
with / + u = 1, / > 0, u > 0. V(X, Y) is configured by vendors
or service providers in advance; thereby, it can be seen as
the trust between the service providers. DT(X, kY) stands
for the direct trust value of node kY of domain X, which
can be acquired from the interactions between domain X
and domain Y. The indirect trust value of domain Y for do-
main X is computed by recommendations from other do-
mains in the network:X
ðZ2V ;Z–X;Z–YÞ

ITðZ;YÞl ¼
X

ðZ–X;Z–YÞ
SPðX; ZÞl � SPðZ;YÞl: ð10Þ

The trust value of the target node j in its own domain Y is
given by:

TðY; iYÞl ¼
PjNj j
ðk2Nj ;Nj�YÞ TðkY ; jYÞ

l

jNjj
; ð11Þ

where T(kY, jY) represents the trust value of node j for its
neighbors in the same domain Y. The trust evaluation
methods in multi-domain situations are available for prac-
tical applications. Based on these methods, we introduce a
group access mechanism in Section 6.

5. Centrality degree and risk analysis

5.1. Centrality degree evaluation

The concept of centrality degree comes from social net-
works. It is used to analyze the relations among the entities
in the network. For example, a higher centrality degree for
a given person may imply that he attracts more attention
than usual from other people. Instead of using the central-
ity degree to measure the relations between nodes, we uti-
lize it in our access control model to evaluate the risk
factor when adopting the distributed systems. We can then
make reasonable security policies to reduce the risk ratio
to meet a certain protection level. In this section, we first
propose a method to measure the node’s centrality degree.

As is shown in Fig. 3, the node’s centrality degree in the
network is composed of the rank of the access ring and the
number of the node’s neighbors. The access ring can be de-
fined as the set of sensor nodes which have the same rout-
ing distance from the sink node. For example, the access
ring of node A is ranked at layer two, and node A has four
neighbors which are nodes B, C, D and E. Based on this
information, we propose the following method to evaluate
the centrality degree of node i, CD(i):

CDðiÞ ¼ x�MaxðRðNÞÞ
RðiÞ þ k� jNjj ð12Þ

where x + k = 1, x > 0, k > 0. The function R(i) represents
the access ring of the node i. The quantity N is the set of
nodes in the network, Max(R(N)) represents the largest va-
lue of access ring in the network, and jNjj is the number of
the neighbors of node j.

5.2. Risk function

Introducing trust levels into access control schemes
will definitely benefit distributed systems. However, the
lack of a CA in a distributed system poses a risk. Thus,
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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we use risk assessment to evaluate the risk of granting
an access control. In our model, the risk function mainly
depends on the node’s centrality degree and average
trust degree in the network. As the malicious node
may compromise its neighbors, we also take the neigh-
bors’ risk factors into consideration. The node’s centrality
degree in the network is composed of the rank of the ac-
cess ring and the number of neighbors for each of the
nodes. There are two main reasons for choosing this
mechanism for risk assessment. First, it is intuitive that
with a shorter distance to the sink node, a malicious
node can be more successful in intercepting communica-
tions and launching attacks. Secondly, a malicious node
with more neighbors generally has higher influence in
the network. A malicious node may use this influence
to quickly gain trust before launching an attack.

As explained above, we propose a risk function in
WSNs, which is given by:

RFðjÞ ¼ l� CDðjÞ þ p� jNjjP
k2Nj

Tðk; jÞl

0
@

1
Aþ Pc �

X
k2Nj

RFðkÞ þ m ð13Þ

where RF(j) is the risk value of node j. We note that faor
sink node s, RF(s) = 0 which means that trusting the sink

node is risk free. The term

P
k2Nj

Tðk;jÞl

jNj j
gives the average trust

degree of node j in the network. The quantity Pc is the
probability that a node is compromised, and Nj is a set col-
lecting all neighbors of node j. Finally, the values of the
parameters l, m and p are to be set empirically and can
be adjusted dynamically.

Based on the risk function, the administrator can set
up the access control policies in the sensor nodes. When
a newly arriving node tries to join the network, the ac-
cess model can evaluate its risk factor by using the risk
function and then determine whether to permit an ac-
cess operation.

6. TC-BAC schemes

6.1. The basic framework of TC-BAC model

The classical access control model RBAC has attracted
a lot of interest in many areas. The main property of this
model is the assignment of predefined roles to users.
Users with different roles may have different privileges,
which can provide the network with fine-grained control.
However, it is unsuitable for distributed systems, espe-
cially WSNs. In this paper, we propose a distributed
and fine-grained access control model based on the
RBAC. The basic framework of our model is presented
in Fig. 4. Our main idea is the introduction of the trust
and centrality degree attributes into the RBAC model to
make it practical for WSNs. The access control frame-
work consists of the following components:

� Administrators (A) – The entities that include con-
straints to adjust the set of permissions, trust levels,
security policies and the user assignments. In our
model, the administrator is the sink node or someone
who has rights to control the sink node in the network.
trality degree based access control model in wireless sensor net-
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Fig. 4. The basic framework of TC-BAC model.
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� Permissions (PE) – A description of authorized interac-
tions that determine whether a new access request
can be granted. The results of the permissions can be
fed back to the administrators, enabling dynamic
adjustment of constraints for the network.
� Constraints (C) – The clauses that can modify the per-

missions, trust levels, security policies and the user
assignment, which is instituted by the Administrators.
� Security Policies (SP) – A set of rules used to limit the

security risk. It is a part of inputs to the permissions.
� Trust Levels (TL) – The trust values that measure the

trustworthiness of a node. The trust level is also a part
of the input to the calculation and granting of permis-
sions. It is associated with specific roles.
� Privileges (PR) – The rights approved in the network,

which are related to the users’ roles.
� Risk Function (RF) – A function that evaluates the risk

factor of a newly arrived user.
� Trust Evaluation (TE) – The computational process that

evaluates the user’s trust.
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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� Users (U) – The entities who want to join the network.
In this model, the users are simply sensor nodes.
� Session (S) – A mapping process between the users and

roles.
� Roles (R) – The job functions that describe the authority

and responsibility of the users. A user who joins the net-
work must be assigned to a specific role.

Based on the above attributes in the access control
model, we use the following simplified expressions to de-
scribe operations and outcomes. These expressions are
used in our algorithm description.

� U � TE ? UTE: A user is evaluated by our proposed trust
computational process, and the outcome is given in UTE.
� UTE � TL ? PET: A computed trust value is measured

against a trust level. The outcome is given in PET which
carries a boolean value. A ‘‘true’’ indicates the computed
value crosses the trust level and permission can be
granted, and ‘‘false’’ indicates otherwise.
trality degree based access control model in wireless sensor net-
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� U � RF ? URF: A user is evaluated by the risk function,
and the outcome is given in URF.
� URF � SP ? PER: A risk value is measured against the

security policies in the network. The outcome is given
in a boolean value PER. A ‘‘true’’ indicates the riskiness
is believed to be under control, and ‘‘false’’ indicates
otherwise.
� PET \ PER = = PE: Both the trust degree and the risk

degree satisfy the demand for security.
� U � R ? PR: If the user has access to the network, it

could obtain the corresponding privileges according to
its applying role.
Fig. 5. The access control model in a single-domain.
Algorithm 1. The access control algorithm of TC-BAC

1: Process Initialization
2: if New Node Ready then
3: Send Access Request U = huid, r, t, keyjoini
4: end if
5: if Access Request Received then
6: if Have Access Privilege then
7: Send Trust Request
8: else
9: return NULL
10: end if
11: end if
12: if Trust Request Received then
13: Send Trust Reply
14: end if
15: if Trust Value Updated then
16: U � TE ? UTE
17: if UTE � TL ? PET then
18: U � RF ? URF
19: if URF � SP ? PER then
20: if PET \ PER = = PE then
21: U � R ? PR
22: return PE
23: end if
24: else

25: return PE
�

26: end if
27: else

28: return PE
�

29: end if
30: end if
31: END Process

6.2. TC-BAC in a single-domain situation

The trust and risk factor are crucial parameters for
determining whether a node is acceptable. The higher the
trust value a node has, the easier it can join the network.
Similarly, if a node has a lower risk, it is more likely to
be granted access rights. In our model, a newly arriving
node is not permitted to join the network unless both of
these attributes satisfy the requirements.

Not all nodes in the network have the privilege to allow
the newly arrived node to join the network. Depending on
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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the context, this privilege is set by the administrators. In
addition, the TC-BAC is a flexible access control model. It
is not only designed for the sensor network without central
CA for authorization, but is also an optional scheme for the
one that has the complete authentication system. If a
newly arriving sensor node has the key-join (a key used
to join the network), it will obtain a high trust degree
immediately.

In a single domain, each node has the same trust evalu-
ation method and security policies. The process that a
newly arriving node follows to join the network in a single
domain is shown in Fig. 5. More specifically, the TC-BAC
scheme in the single-domain case works as follows (see
also Algorithm 1 outlining the pseudocode of access con-
trol process):

Step 1. The newly arriving node N sends the request to
the destination node D. In this model, the access request
is a 4-ary tuple, and is denoted as U = huid, r, t, keyjoini,
where uid is the source node’s ID, r is the role that the
node request to activate, and t is the timestamp. Fur-
thermore, the request node may include the key-join
if it has one.
Step 2. When the destination node receives the request,
it should check whether it has the rights to allow the
new node to join the network. If it has, it will compute
the direct trust value of the new node and send a trust
request to the neighbors of the new node to obtain their
recommendations (broadcast the request with finite
TTL). The neighbor list can be updated by the existing
neighbor discovery process, by, for example, the inter-
actions of periodic ‘‘hello’’ packets.
trality degree based access control model in wireless sensor net-
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Step 3. The nodes that receive the trust request will
check whether they are the requested objects. If they
are, they will send a trust reply. Otherwise, they simply
keep silent.
Step 4. After obtaining the recommendations, the node
D generates a local trust matrix to compute the trust
value of the new node by Eq. (1). The local trust matrix
is given by:

DTðiX ; jXÞ
l�mþ1 IT k1

X ; jX

� �l�mþ1
� � � IT k

jNj j�1
X ; jX

� �l�mþ1

DTðiX ; jXÞ
l�mþ2 IT k1

X ; jX

� �l�mþ2
� � � IT k

jNj j�1
X ; jX

� �l�mþ2

..

. ..
.

DTðiX ; jXÞ
l IT k1

X ; jX

� �l
� � � IT k

jNj j�1
X ; jX

� �l

2
6666666664

3
7777777775

where DT(iX, jX)l and IT kn�1
X ; jX

� �l
represents the latest di-

rect trust value from node j to node i and indirect trust va-
lue from node j to node kn�1, respectively. Node j is the one
that requests to join the network and node i is the handling
the request. The quantity m is the number of history re-
cords and n is the number of node j’s neighbors. In addi-
tion, the new node that has the key-join must be
considered as owning a high trust level when it has no his-
tory records in the network. However, the key-join should
be void when the node gains a bad reputation in the net-
work. This prevents a compromised node from launching
an internal attack. When the new node passes the trust
evaluation process, risk assessment takes over to measure
the risk of access.

Step 5. The destination node D should decide whether
to grant permission to the newly arriving node N. As
the destination node may be corrupted, we think that
it is unsafe if the decision to give or not give permission
to a new arrival node to join the network is made by
only one node. In accordance with the above process,
the newly arriving node will have access to the network
and obtain the corresponding privileges when it
receives more than two certificates from different des-
tination nodes.

As the destination node needs to contact with neighbors
to obtain their recommendations, the time complexity of
TC-BAC in a single-domain is O(jNj), where jNj is the num-
ber of neighbors which provide the recommendations. All
the users in the network have their unique IDs. This is a
key property in trust-based schemes; otherwise, an intru-
der could just claim different IDs once its trust value de-
clined. Some work has already been performed in this
area [20,27], which is not in the scope of this paper.

The initial trust of a newly arriving node is based on the
local security policies. Generally, a new node without ad-
verse records should be accepted if the risk factor is be-
lieved to be under control. If the newly arriving nodes
are initially rejected, they can send requests to other access
points or lower their roles requested in their application to
obtain the opportunity to earn trust.

When a node joins the network, its behavior will be
evaluated by the neighbors. Each time a transaction takes
place, the degree of trust and risk will be updated. If the
trust level of a node falls below a threshold, the node will
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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be evicted from the network. In other words, the nodes in
the network will record the malicious nodes in their black-
lists and all the messages from the malicious nodes in the
blacklist will be dropped. The threshold should be set
dynamically, which is associated with the trust value of
the local network.

In order to deal with the false trust value caused by er-
ror detection and collusion attacks, we introduce a error
probability of detection in our model and analyze its effect
to the trust evaluation process, which is further discussed
in Section 7.

6.3. TC-BAC in multi-domain

The access control model in multi-domain is important
because WSNs may be formed by several autonomous
groups wishing to share resources. However, each domain
is likely to own the individual trust evaluation methods
and security policies. So a mapping mechanism is designed
for the situation that a node in one domain that wishes to
gain an access to a network in a different domain, as intro-
duced in Section 4. In this case, the sink node is responsible
for negotiating and maintaining the information with other
domains.

The process of a new node to join the network in a mul-
ti-domain situation is shown in Fig. 6.

Step 1. A newly arriving node, say node N, in domain Y
sends a request to the destination node D in domain X.
The request contains the necessary information of node
N.
Step 2. When the destination node D receives the
request, it should check whether it has the privilege
to allow a node in another domain to join the network.
If it has, it will send trust request to its sink node SD.
Node SD that receives the trust request will forward
the request to the sink node of another domain, say
node SN. Then node SN evaluates the trust of node N in
its local domain.
Step 3. After the trust evaluation process, the sink node
SN sends reply to the sink node SD. Adding in the trust
value from domain Y to domain X, the sink node SD for-
wards the trust reply to node D.
Step 4. Then the destination node D generates
the local trust matrix and computes the trust value of
node N by Eq. (8). The local trust matrix is presented
as follow:
trality
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l�mþ1

SPðX; YÞl�mþ2 ITðZ1;YÞl�mþ2 � � � ITðZjV j�2;YÞl�mþ2 TðY; jY Þ
l�mþ2
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.

SPðX; YÞl ITðZ1;YÞl � � � ITðZjV j�2;YÞl TðY; jY Þ
l

2
666664

3
777775
When node N passes the trust evaluation process, the
risk factor of the new node should also be analyzed in
the same way.
Step 5. If the access request is accepted, the node D
should issues a certificate to new node N. If the node
N receives more than two certificates from different
destination nodes, it will join the network and obtain
the privileges corresponding to its role.
degree based access control model in wireless sensor net-
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For multi-domain scenarios, the time complexity is
O(jNj � jMj) where jMj is the total number of domains in
WSNs.
6.4. Group access

The group access defines a rapid access mechanism
when a set of nodes that belongs to the same domain tries
to join the existing network. This method can be consid-
ered as a specific form of the access control schemes in
multi-domain. The group access mechanism can help im-
prove the operational scalability, but it may also bring
some additional risk. Whether to adopt the group access
method depends on the security policies in the network.
To reduce the risk factor, only sink nodes have the privilege
to give permissions to a desired group. In this case, the
time complexity of TC-BAC is O(jMj).

The process of a new group to join the network is
shown in Fig. 7.

Step 1. The sink node SG in domain Z sends a request to
the destination sink node SD in domain X. The request
contains the necessary information of the new group,
which includes the nodes N1 through N8.
Step 2. When the sink node SD receives the request, it
should check whether it has the corresponding privi-
lege. If the sink node SD has the rights, the trust evalu-
ation and risk analysis processes are launched. In this
case, the trust level and risk factor are mainly based
on the default parameters.
Step 3. If the access request is accepted, the sink node SD

should return the permission to the new group. Then
the nodes in the new group can access the network
accordingly.

7. Simulation results and performance evaluation

In this section, we focus on evaluating the access con-
trol model by performing relevant simulations. The simu-
lations are done by NS-2 simulator [47]. We define two
types of sensor nodes in the simulations: well behaved
nodes and malicious nodes. The malicious nodes launch
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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two types of attacks in the simulated scenarios. One is
the selfish attack and the other is the DoS attack. The prob-
ability of each one is 50%. As described in [6,48], a selfish
node only cares to transmit its own data packets and sim-
ply drops packets generated by others in multi-hop com-
munications to preserve its resources. A DoS attacker in
the simulated scenarios will attempt to disrupt legitimate
communication of other nodes by flooding the network
with unwanted traffic. All the default simulation parame-
ters that we have chosen are summarized in Table 2.

Four simulation experiments are conducted to validate
the effectiveness of our proposed scheme. Firstly, we ana-
lyze the trust evaluation process by considering the impact
of the various vital weight factors. Secondly, we test the
validity of the risk function. Thirdly, several metrics are
measured to evaluate the performance of TC-BAC both in
single-domain and multi-domain. Finally, the applicability
of TC-BAC are discussed at the end of this section.

7.1. The analysis of trust evaluation

In our design, the weight factors are critical for the trust
evaluation process. We select some important parameters
which include the trust weight factors and the exponential
decay time factor to analyze their effect on the trust
evaluation.

As shown in Fig. 8, the trust value typically grows over
time if no abnormal behavior occurs. By contrast, Fig. 9
illustrates the process with malicious behavior. In this
case, the trust value decreases significantly due to the neg-
ative assessment for the malicious behavior.

The correctness of the trust evaluation is based on the
accuracy of detection mechanisms. If all the behavior of
nodes can be detected accurately, the indirect trust data
are not necessary. To validate this, we introduce an error
probability of detection in simulations. We first compare
the results with an idealistic setup where error probability
of detection is set to zero. The results for zero error proba-
bility of detection are called real trust values. The direct
trust weight factor of the node is determined by how much
a node should rely on its own judgment. As illustrated in
Figs. 8 and 9, if the network can seize all the behavior of
the node correctly, the higher the direct weight factor we
trality degree based access control model in wireless sensor net-
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Fig. 7. The process of the group access.

Table 2
Simulation parameters.

Parameters Values

Simulation time 500 s
Monitoring area 200 � 200 m2

Number of nodes 100
Communication range 100 m
Packet interval 5 s
Length of data packet 100 bytes
Initial energy 1000 J
Transmit energy 0.090w
Receive/listen energy 0.075w
Idle energy 0.003w
Routing protocol AODVjr [49]
MAC layer protocol IEEE 802.11
Initial trust value 0.5
Distrust interval [0, 0.2)
Error probability of detection 0.01
P(a) 0.01
N(a) �0.15
q 0.001
a1, a2 0.5
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choose, the closer to the real value the calculated trust de-
gree is. However, it is almost impossible to realize it in ac-
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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tual conditions as an error probability of detection may
exist. In addition, a node cannot listen to the wireless com-
munication channel all of the time because of energy
constraints.

Then, we set the error probability of detection to 0.03.
The error detecting events will cause the decrease of the
trust value, which is illustrated in Figs. 10 and 11. From
Fig. 10, we notice that if some error detecting events occur,
the higher indirect trust weight factor can provide better
resistance capability, which reduces the deviation from
the real trust value. Because the indirect trust is normally
composed of multiple recommendations provided by dif-
ferent nodes. It is obvious that its error probability is lower
than the direct trust which is only based on a single node’s
detection. Similarly, more recommendations can also pro-
vide better resistance capability for the network, which is
shown in Fig. 11.

Generally, the trust value should decrease with the pas-
sage of time. Fig. 12 presents the effect of the exponential
decay time factor. The sensors in the network stop sending
packets from 200 s to 300 s in the simulation. The higher
decay time factor indicates that the historical trust data
trality degree based access control model in wireless sensor net-
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will decrease quickly with time. Thus the nodes that wish
to keep a high trust value must behave well in the latest
transaction.

In addition, we notice that the trust value may decrease
at the bootstrap time. Because the initial trust is set in ad-
vance and the recommendations provided by other nodes
will not be trusted completely. Consequently, according
to Eqs. (1) and (6), the calculated trust value is always be-
low the initial trust after the first transaction.

7.2. The analysis of risk degree

In our design, the risk function is based mainly on the
node’s centrality degree, which is composed of the rank
of the access ring and the number of the node’s neighbors.
We design three simulation tests to validate that a higher
centrality degree indeed leads to a higher risk degree. In
the first test, malicious nodes are excluded in order to
study the effect of the load on the network performance.
We intensify load by shortening the packet arrival interval.
As illustrated in Fig. 13, the average packet delivery ratio
drops as the network load intensifies. This is because when
the load is high, network congestion appears and recom-
mendation packet starts to drop. In the remaining tests,
we set packet interval to 5 s in order to focus on condition
without congestion.

Then, we select three groups of nodes from the different
access rings, respectively. Each group includes three sensor
nodes and has the same average number of neighbors. We
assume these sensor nodes are malicious and then analyze
their impact on the average packet delivery ratio of the
network. As is shown in Fig. 14, the average packet delivery
ratio is close to 100% (about 98.7%) when there are no at-
tacks in the network. However, if there are some malicious
nodes launching the attacks, the average packet delivery
ratio will suffer a degradation. This phenomenon is more
obvious when the malicious nodes stay in an access ring
with lower rank (about 82.7% in layer 7, about 76.1% in
layer 5, about 72.5% in layer 2). Similarly, in the second
test, we choose two malicious nodes in the same access
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Fig. 10. The effect of IT for error detections.
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ring, and each node has the different number of neighbors.
Fig. 15 illustrates the results of this test. The results show
that a malicious node with more neighbors will indeed
cause greater damage to the network.
7.3. The analysis of access control model

7.3.1. The access control schemes in single-domain
Compared with the conventional access model without

security mechanisms, our TC-BAC may produce a certain
degree of overhead owing to the trust and risk evaluation
process. The effect of this kind of overhead can be consid-
ered in two respects: latency and energy consumption. In
this paper, we compare TC-BAC with the other two access
control models (RBAC without security considerations and
the centralized authentication model). Fig. 16 indicates the
different time spent on finishing the access process when
adopting different models. First, we notice that the latency
trality degree based access control model in wireless sensor net-
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Fig. 16. The time spent on access.
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of TC-BAC (about 65 ms per node) is not much higher than
RBAC (about 41 ms per node) and we believe the linear
increasing trend is acceptable in most cases because of
the security risk. Second, we find that the performance of
the centralized authentication model is affected by the
hops to the central CA besides the complexity of the cryp-
tographic primitives. As is shown in Fig. 16, the latency in-
creases as the number of hops to the central CA increases.
This situation will be more obvious when considering net-
work congestion. Third, the latency of TC-BAC is
approximately equal to the delay of the centralized
authentication model with 3-hops away to the CA. Consid-
ering the multi-hop communication is one of basic features
in WSNs, the latency of TC-BAC is normally acceptable.

Energy consumption is another important factor in
WSNs. The model that has been used to estimate energy
consumption follows the recent model proposed by Gar-
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
works, Ad Hoc Netw. (2013), http://dx.doi.org/10.1016/j.adhoc.2013.05
cia-Saavedra et al. [50]. In the simulations, we pay atten-
tion to the energy consumption of the access process.
From Fig. 17, we can find that the energy consumption of
TC-BAC is slightly higher than RBAC. However, the extra
energy consumption (about 10 J) can be negligible as com-
pared with the total energy of the network (thousands of
joules). Similarly, we also compare the energy consump-
tion of TC-BAC with the centralized authentication model.
The former mainly depends on the average number of
neighbors which should provide their recommendations,
while the latter depends on the average number of hops
from the central CA. The energy consumption of TC-BAC
(the average number of neighbors is 6) is approximately
equal to the cost of the centralized authentication model
with 4-hops to the CA, as shown in Fig. 17. The above sim-
ulations indicate that our access control model does not re-
quire much communication cost, and it is adaptive for the
resource-constrained WSNs.
trality degree based access control model in wireless sensor net-
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To further test the robustness of the offered security
features, we consider an extreme case where a number of
nodes attempt to join a stable WSNs and fifty percent of
them are malicious. We also define a risk threshold in
the network. In this case, we will make a study of the cor-
rect access rate when adopting the TC-BAC, the only trust
based access control model [46] and the conventional
RBAC model respectively. As is shown in Fig. 18, the RBAC
keeps fifty percent accuracy as it has no security mecha-
nisms. The only trust based method also gets the same cor-
rect access rate at the bootstrapping time. Because there is
no historical data of reference. However, the malicious
nodes are gradually evicted from the network because of
their bad behavior. Our TC-BAC has a mechanism of risk
assessment. It is more strict about which nodes have ac-
cess to the key positions of the network. Generally, the
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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newly arriving nodes with only the initial trust value can-
not join in these high risk positions, and therefore the TC-
BAC always gets a higher correct access rate at the boot-
strapping time. Then it has a higher probability to clear
the network before the other two schemes do.
7.3.2. The access control schemes in multi-domain cases
The evaluations of the access control schemes in the

multi-domain case are presented in Figs. 19 and 20. We as-
sume that some malicious nodes in one domain try to join
the other network. In the simulations, we can see that the
trust evaluation process across domains can discover the
malicious nodes earlier because of the mapping mecha-
nism between the domains (about 15 s in single-domain
scenarios, about 5 s in multi-domain scenarios). This map-
ping mechanism can effectively reduce the behavior of the
trality degree based access control model in wireless sensor net-
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malicious nodes trying to eliminate their bad reputations
by joining other domains.

7.4. The applicability of TC-BAC

As WSNs are often deployed in complex environments,
our proposed scheme may have different performance
behaviors in different WSN setups. In this subsection, we
shall focus on the impact of node density, the error proba-
bility of detection and the packet loss ratio on the perfor-
mance of TC-BAC. The node density is measured by the
average number of neighbors for a node. Fig. 21 first shows
the accuracy of access control with different node densities
and error detection probabilities. As can be seen, error
probability of detection has a direct impact on the accuracy
of access control. However, with an increasing node den-
sity, the accuracy of access control improves indicating
Please cite this article in press as: J. Duan et al., TC-BAC: A trust and cen
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that a higher node density can provide better resistance
capability and reduce the adverse effect of the error detect-
ing events. This result is in accordance with the previous
simulation conclusion as the higher node density implies
more recommendations in TC-BAC. Consequently, if the
node density is lower than a threshold, it is possible that
the required correct access rate cannot be satisfied by
adopting TC-BAC.

The packet loss is a common phenomenon in WSNs,
which can be caused by packet drop due to congestion,
noisy channel, or node failure. As illustrated in Fig. 22, a
higher packet loss ratio decreases the accuracy of access
control as a high loss reduces supply of recommendation
packets. Retransmission is a common method to deal with
packet loss and ensures packet delivery. However, it intro-
duces additional delay in the delivery process. Retransmis-
sion is enforced for every loss packet until the delivery is
successful. In Fig. 23, we show the impact of retransmis-
sion implementation on processing time performance.
The processing time increases as the node density and
packet loss ratio increase. Consequently, this imposes
some limitation on the support of real-time applications.
8. Conclusion and future work

In this paper, we proposed a trust and centrality-degree
based access control model for WSNs. This model intro-
duces the trust degree to evaluate the behavior of nodes
in the network and utilizes the centrality degree to assess
the risk factor when the new arrival nodes join the net-
work. The simulation results show that our access control
model achieves both security and efficiency.

In the future, we plan to improve the access control
model so that it has the ability to provide sufficient secu-
rity with lower overhead and latency. In addition, we will
consider the impact of mobility on the access control pro-
cess, which is a significant research point.
trality degree based access control model in wireless sensor net-
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